WIN reserves the right to prioritize traffic based on real time and non-real time applications during heavy
congestion periods, based on generally accepted technical measures. WIN sets speed thresholds on the
amount of data you as a customer can upload and download within stated time periods. If you exceed these
thresholds, WIN will temporarily limit the speed at which you can send and receive data over the WIN access
network. WIN may use other traffic management and prioritization tools to help ensure equitable access to
the WIN network for all customers.
Congestion due to malfunctioning hardware and/or software will be remedied as quickly as network engineers
can diagnose and identify the offending hardware / software.
Congestion due to malice will be remedied using any technique available, including protocol-aware filtering
and rate-limiting, to control and limit the offending source. WIN may seek criminal charges against those who
inflict network malice. WIN may also attempt to recover costs incurred from network malice.
Service Monitoring. WIN is under no obligation to monitor a customer’s usage, bandwidth, transmissions
and/or content of Internet service. However, WIN reserves the right to monitor the usage, bandwidth,
transmissions and content of Internet service periodically (i) to comply with any necessary laws, regulations or
other governmental requests (ii) to operate Internet service properly, and efficiently manage the performance
of the network to ensure a sustainable quality broadband service is provided or (iii) to protect itself, its network
and its customers. WIN reserves the right to modify, reject or eliminate any information residing on or
transmitted to its server that is, in its sole discretion, it believes is unacceptable or in violation of this AUP or
any other terms and provisions applicable to Internet service. Peak network usage is between 4 pm and 11
pm Monday – Friday and 10 am – 11 pm Saturday and Sunday. During peak usage times, priority is given to
applications such as browsing, email, streaming, instant messaging, gaming and VoIP.
Discrimination. WIN shall not unreasonably discriminate in transmitting lawful network traffic over a
consumer’s broadband Internet access service, subject to reasonable network management practices.
Company does not discriminate against any customer traffic. Company utilizes network management
techniques that are equal and standard across all user applications. Company does not modify its network to
make Company directly served applications perform better than applications a user would access over the
general Internet. The network management practices employed by Company do not differ between its directly
offered applications and those general applications offered over the Internet.
Prohibited Uses and Activities. It is not acceptable to use the WIN network for any purpose that violates
local, state or federal laws or to transmit communications that might be highly offensive or damaging to any
recipients or to use the service in a manner that is unintended. When subscribers disseminate information
through the Internet, they also must keep in mind that WIN does not review, edit, censor, or take responsibility
for any information its subscribers may create. When users place information on the Internet, they have the
same liability as other authors for copyright infringement, defamation, and other harmful speech. Also,
because the information they create is carried over WIN's network and may reach a large number of people,
including both subscribers and nonsubscribers of WIN, subscribers' postings to the Internet may affect other
subscribers and may harm WIN's goodwill, business reputation, and operations. It is not acceptable to
interfere with, violate, circumvent, misuse, distribute or disrupt network users, equipment or services, which
include but are not limited to:




Spamming -- Sending unsolicited bulk and/or commercial messages over the Internet (known as
"spamming"). It is not only harmful because of its negative impact on consumer attitudes toward WIN,
but also because it can overload WIN's network and disrupt service to WIN subscribers. Also,
maintaining an open SMTP relay is prohibited. When a complaint is received, WIN has the discretion
to determine from all of the evidence whether the email recipients were from an "opt-in" email list.
Intellectual Property Violations – Using Internet service to transmit any material (by e-mail or
otherwise) that infringes any copyright, trademark, patent, trade secret, or other proprietary rights of
WIN or any third party, including, but not limited to, the unauthorized copying of copyrighted material,
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the digitization and distribution of photographs from magazines, books, or other copyrighted sources,
and the unauthorized transmittal of copyrighted software.
Obscene Speech or Materials -- Using WIN's network to advertise, transmit, store, post, display, or
otherwise make available child pornography or obscene speech or material. WIN is required by law to
notify law enforcement agencies when it becomes aware of the presence of child pornography on or
being transmitted through WIN's network.
Defamatory or Abusive Language -- Using WIN's network as a means to transmit or post
defamatory, harassing, abusive, or threatening language.
Forging of Headers -- Forging or misrepresenting message headers, whether in whole or in part, to
mask the originator of the message.
Illegal or Unauthorized Access to Other Computers or Networks -- Accessing illegally or without
authorization computers, accounts, or networks belonging to another party, or attempting to penetrate
security measures of another individual's system (often known as "hacking"). Also, any activity that
might be used as a precursor to an attempted system penetration (i.e. port scan, stealth scan, or other
information gathering activity).
Distribution of Internet Viruses, Worms, Trojan Horses, or Other Destructive Activities -Distributing information regarding the creation of and sending Internet viruses, worms, Trojan horses,
pinging, flooding, mailbombing, or denial of service attacks. Also, activities that disrupt the use of or
interfere with the ability of others to effectively use the network or any connected network, system,
service, or equipment.
Distribution of Services – Reselling any WIN Internet Services without WIN’s written consent. Also,
distribution of WIN Internet Services beyond the scope of your end user account.
Equipment Attachment – Equipment, accessory, apparatus, circuit or devices that are harmful to the
network shall not be attached to or connected with WIN facilities.
Facilitating a Violation of this AUP -- Advertising, transmitting, or otherwise making available any
software, program, product, or service that is designed to violate this AUP, which includes the
facilitation of the means to spam, initiation of pinging, flooding, mailbombing, denial of service attacks,
and piracy of software.
Export Control Violations -- Exporting encryption software over the Internet or otherwise, to points
outside the United States.
Usenet Groups -- WIN reserves the right not to accept postings from newsgroups where we have
actual knowledge that the content of the newsgroup violates the AUP.
Other Illegal Activities – Using Internet service in any manner that violates local, state or federal law,
including without limitation using Internet service to transmit any material (by e-mail or otherwise)
whose transmission is unlawful under any local, state or federal law applicable to such transmission.
Other Activities -- Engaging in activities, whether lawful or unlawful, that WIN determines to be
harmful to its subscribers, operations, reputation, goodwill, or customer relations.
Harm to Minors – Using Internet service to harm or attempt to harm, minors in any way.
Fraudulent Activity – Using Internet service to make fraudulent offers to sell or buy products, items
or services, or to advance any type of financial scam such as “pyramid schemes,” “Ponzi schemes,”
unregistered sales of securities, securities fraud and “chain letters.”

WIN provides Spam filtering with each customer’s email address. Details of this service are listed on WIN’s
website. WIN will not ask you for your password in an unsolicited telephone call or email. If you believe your
password has been compromised, you should immediately change your password to prevent the
unauthorized use of it.
Blocking. WIN shall not unjustly or unreasonably block access to lawful content, applications, services or
non-harmful devices, subject to reasonable network management.
Compliance Required. All customers must comply with this AUP. WIN reserves the right to terminate or
suspend Internet service immediately or to otherwise disconnect, remove, block, filter or restrict your use of
Internet service if WIN determines, in its sole discretion, that such use violates this AUP. WIN will cooperate
with legal authorities and/or third parties in the investigation of any suspected or alleged crime or civil wrong. If
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WIN believes that you have used Internet service for an unlawful or unauthorized purpose, WIN may forward
the relevant communication and other information, including your identity, to the appropriate authorities for
investigation and prosecution. You hereby consent to WIN’s forwarding of any such communications and
information to these authorities. In addition, WIN may provide information in response to law enforcement
requests, lawful government requests, subpoenas, and court orders, to protect its rights and property and in
the case where failure to disclose the information may lead to imminent harm to you or others.
WIN also is aware that many of its subscribers are, themselves, providers of Internet services, and that
information reaching WIN's facilities from those subscribers may have originated from a customer of the
subscriber or from another third-party. WIN does not require its subscribers who offer Internet services to
monitor or censor transmissions or web sites created by customers of its subscribers. WIN has the right to
directly take action against a customer of a subscriber. Also, WIN may take action against the WIN subscriber
because of activities of a customer of the subscriber, even though the action may affect other customers of
the subscriber. Similarly, WIN anticipates that subscribers who offer Internet services will cooperate with WIN
in any corrective or preventive action that WIN deems necessary. Failure to cooperate with such corrective or
preventive measures is a violation of WIN policy.
WIN also is concerned with the privacy of on-line communications and web sites. In general, the Internet is
neither more nor less secure than other means of communication, including mail, facsimile, and voice
telephone service, all of which can be intercepted and otherwise compromised. As a matter of prudence,
however, WIN urges its subscribers to assume that all of their on-line communications are insecure. WIN
cannot take any responsibility for the security of information transmitted over WIN's facilities.
The PROTECT Our Children Act is a federal statute that imposes certain reporting and retention requirements
for ISPs (and other companies which provide electronic communications service or remote computing service)
and who have actual knowledge of activities involving child pornography or the sexual exploitation of children.
WIN is required to report actual knowledge of certain criminal behavior to the National Center for Missing and
Exploited Children (NCMEC) tip line. If it appears that the information relates to a crime, such as child
pornography, reporting will be made, which includes information about the individual, geographic location of
the information, and other pertinent data.
Governing Law. WIN expects that its subscribers who provide Internet services to others will comply fully with
all applicable laws concerning the privacy of on-line communications. A subscriber's failure to comply with
those laws will violate WIN policy. Finally, WIN wishes to emphasize that in signing the service agreement,
subscribers indemnify WIN for any violation of the service agreement, law, or WIN policy, that results in loss to
WIN or the bringing of any claim against WIN by any third-party. This means that if WIN is sued because of a
subscriber's or customer of a subscriber's activity, the subscriber will pay any damages awarded against WIN,
plus costs and reasonable attorneys' fees.
Commercial Pricing. Please click on the following website link for pricing information including monthly prices,
usage-based
fees,
and
fees
for
early
termination
or
additional
network
services:
http://www.westianet.com/internet . WIN partners with INS in the offering of Internet services and INS offers a
speed test site to any user or customer who would like to test their bandwidth speed. It can be accessed at
http://netins.net/speed.htm.
Contact Information. We hope this AUP is helpful in clarifying the obligations of Internet users, including
WIN and its subscribers, as responsible members of the Internet. If you have any questions regarding this
policy, please contact WIN customer service at 888-508-2946, 712-673-2311 (Breda), 712-775-2946 (Carroll)
or customerservice@westianet.com . Any complaints about a subscriber's violation of this AUP should be sent
to customerservice@westianet.com.
READ CAREFULLY: BY SIGNING THE SERVICE AGREEMENT AND/OR USING SERVICE, YOU
ACKNOWLDEGE THAT YOU HAVE CAREFULLY REVIEWED AND ARE FULLY FAMILIAR WITH
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THIS ACCEPTABLE USE POLICY, AND YOU AGREE TO COMPLY WITH ALL OF THE TERMS,
CONDITIONS AND PROVISIONS CONTAINED HEREIN.
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